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Abstract: Risk can be defined as an obstacle or challenge that can obstruct the ability of effective services to an
organisation, especially in relation to the achievement of a set vision and mission. Thus, risk management is an
essential strategy for many organisations to improve their performance. Risk management is considered a
management tool or strategy to create a better pathway in achieving the organisation’s objectives by reducing
the risk of ineffective processes, losses and damage. Universiti Selangor (UNISEL) has implemented risk
management using its own risk management model based on contexts and issues which are derived from the
SWOT analysis. All departments and faculties are required to apply this approach in their operations as well as
quality objectives which support the university’s strategic objectives. The achievements of the department's
objective qualities are used as the performance indicator to measure the effectiveness of risk control. The model
incorporates the risk management of all departments to control the risk of not achieving the university’s
strategic objectives. The likelihood of the risks is monitored and analysed. The effectiveness of the implemented
risk management model based on the likelihood trend is presented in this paper. The model proves that the
implemented risk management model can minimize the risks of not achieving the organisation’s objectives. In
general, it can be concluded that this study is useful and has contributed significant knowledge to a better
understanding of the risk management implementation at UNISEL.
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1. Introduction

The impact of risks to the achievement of the organization's objectives can be a negative
impact known as threats or positive effects known as opportunities [1]. One example of
unexpected events is the Convid-19 pandemic, and it dramatically affects individuals, family
institutions, organizations, politics, social and economic problems of the country. There were
few risk management models that had been proposed. Farhan.M et al.[2] examined the
impact of Enterprise Risk Management (ERM) on firm performance by examining whether
firm performance is strengthened or weakened by the establishment of a board-level risk
committee (BLRC), Another example of the risk management application for other fields had
been discussed was in deep sea mining[3], Learning and Action Alliances (LAAs) methods
for flood risk management[4], flooding and agricultural drought[5], risk governance in the
offshore oil industry and in diverse cultural and geopolitical context [6] and the risk
governance practices of financial institutions quantitatively cluster on the corporate
governance characteristics of the corporation, particularly ownership structure and board
independence [7].

One of the risk management models is Enterprise Risk Management (ERM). This model
proposes that firms address all their risks comprehensively and coherently, instead of
managing them individually [8]. Soltanizadeh et al. [9] presented the ERM implementation
varies across different industries and that having an ERM framework in place is more
common among firms in the infrastructure, hotel, and technology sectors. An example the
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effect of implementing ERM, firms experience lower risk and higher profits, simultaneously
[10] and that firms with advanced levels of ERM implementation present higher
performance, both as financial performance and market evaluation [11].

University Good Governance Index (UGGI) introduced in 2011 requires Malaysian
public universities to implement an organized risk management [12]. R.Md Sum and Z. Md
Saad [12] studied the risks in university environment, the factors driving the emergence of
risks and benefits gained if the risks are managed. It also explained risk management
processes or frameworks for risk management in university setting. However, risk
management is not limited to coordination of activities to mitigate losses, but also involves
integrated coordination activities to cope with any possibilities that could interfere with the
organisation's operations including development activities to enhance the professionals,
organisational governance, infrastructure development and research. Z.Othman et al.[13]
presented the core process owners at Polimas have completed the analysis documents on the
issues given; they have successfully identified the risk of referring issues and relationships
with the stakeholders. However, there is lack of studies related to the risk management
process in education systems. This paper is novel as so similar study using the same approach
has been reported before. Moreover, the new technique and data generated in this study could
be used by other researchers for validation, comparison or reference purposes.

2. Methodology

In general, this study uses commercially available Microsoft Office 365 software, (Microsoft
Excel macro-enabled worksheet,) to model the risk management system at UNISEL.
Utilizing the available built-in micro enable functions, the risk assessment was analyzed and
presented using a spider-web graph and standard bar graph. For better organization and
clarity, the methodology adopted in this study is explained in three processes; identifying risk
and opportunities, identifying the risk level, existing and new risk controllers as well as
evaluating the effectiveness of the new risk controller.

Identifying Risk And Opportunities

These issues can be identified by creating a SWOT analysis of each strategic plan undertaken
and the context between issues with the strategic plan is shown in Figure 2.1. Then risks and
opportunities are determined as in Figure 2.2.
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Figure 2.1: Identify the context between issue with strategic thrust
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Identifying The Risk Level

To Identify the risk level, the severity of risk and risk likelihood had been used. In this stage,
each risk need to analysed due to the probability of risk dan the impact of risk to the
attainment of strategic thrust. The Table 2.1 and Table 2.3 show the Severity or impact of risk
level definition and risk likelihood definition respectively. The Figure 2.3 shows the example
of risk level determined for each risk. The level of risk had been determined using Table 2.3.

Table 2.1: Risk Severity Assessment

Severity/Impact Schedule

Severity Definition

The impact that causes key visions and missions
5 Extreme university severely affected

Impacts that cause vision and mission of primary
4 High symptoms are severely affected

Impact that can be handled normally by the
3 Moderate university's top management

Impacts that can be handled at the department
2 Low level
1 Very Low Ignoreable impacts
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Table 2.2:Risk Likehood Assessment

Risk Likelihood

Scale Definition

Very high Certain to occur
High Almost certain to occur
Moderate May occur within the year
Low Not likely to occur within the year
Very low Not likely to occur within the next 10 years
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Figure 2.3: Example of Risk Register
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Risk Controller

Most of strategic to control the risk used in avoid, mitigate, receive, transfer, share, and
receive as well as mitigation. The Table 2.3 shows the description of each strategic of risk
controller had been used to reduce the risk level of each risk in UNISEL. The example of risk
controller was development of policies, standard operation procedure, staff training, schedule
of maintenance, periodic inspection, and commitment from top management of UNISEL.

Table 2.3: The description of strategic of risk controller

Strategy Description Risk Level

Avoid* Additional Action/Control/Improvement aims to High
eliminate the risks faced

Mitigate Additional Action/Control/ Improvement aimed at High and
reducing net risk levels/risk impact/risk probability moderate
Receive The risks are received and the current controls are Low

continuously monitored

Transfer* Additional Actions/Controls intended to transfer risks High and
faced to third parties, within or outside Unisel moderate

Share Additional actions/controls aimed at addressing the High and
risks faced jointly with other PTj moderate

Receive and Receive risks while performing current control Low and
mitigate improvements that can reduce risk moderate

levels/impacts/probabilities

3. Results and Discussion

The distribution number of a risk register for each core process at UNISEL is analyzed and
compared as shown in Figure 3.1. The core processes are the management of teaching and
learning (PTO1), research (PT02), human resources (PT03), infrastructure and properties
(PTO4), financial (PT05), commercialisation (PT06), student affairs (PT07), library (PT08),
residential college (PT09), services (PT10), marketing and admission (PT11) and quality
assurance (PT12). It can be observed that the highest number of a risk register for the core
process is in teaching and learning management (PT01), and the lowest in the management of
research (PT02). This is because PTOL involves the highest number of the responsible
centres (PTJ) and teaching and learning process is the core business for UNISEL. The
effectiveness of new risk controller implementation were also analysed. The sample of the
results analysis for one PTJ is shown in Figure 3.2. In general, it could be observed that risk
level had been reduced from high to moderate and moderate to low. It is achieved by
reducing the probability of risk using the new controller that had been applied. Figure 3.3
shows the total risk for each strategic thrust of UNISEL. Each risk identity had set the
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performance indicator. The purpose of the performance indicator is to measure the ability of
risk controller to reduce the risk level. From Figure 3.4, it observed that the risk controller
had been applied was able to reduce the risk level to achieve the performance indicator for
each strategic thrust except the financial sustainability. The attainment of risk controller for
financial sustainability was 17.39 %. It means the proposed risk controller was not fully
applied or good enough to control the risk for financial sustainability in UNISEL. Thus, it
needs to be reviewed.
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Figure 3.1 Risk level distribution for each core process at UNISEL
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Figure 3.2 The effectiveness of risk assessment controller
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Figure 3.4: The attainment of effective of implementation of risk controller
Conclusion

This paper presents the implementation of the risk management system at UNISEL. Based on
the results, most of the risks were able to be controlled by reducing the probability of risk
compared with the impact of risk. The implementation of risk assessment had been applied at
PTJ level as well as at university level. The effectiveness of risk controller had been
determined and analysed. From the obtained results, it is observed that most the risk
controllers that had been applied were able to reduce the risk level to achieve the
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performance indicator for each strategic thrust. The lowest achievement is on financial
sustainability. The risk controller for this part should be reviewed and improved. From these
findings, it can be concluded that this study is useful and has contributed knowledge about
understanding the implementation of the risk management system at UNISEL for each core
process.
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