HOSTED BY

Selangor Science &Technology Review
Special Issue: Science and Technology for Society
Vol 5 No 5 (2021)

A Systematic Literature Review on Lightweight Secured S-Box Design for
mHealth Applications

Tasnuva Ali 1, A. H Azni ?, Nur Hafiza Zakaria ®

! Daffodil International University
tasnuva@daffodilvarsity.edu.bd
2 Faculty of Science and Technology, USIM
ahazni@usim.edu.my
8 Faculty of Science and Technology, USIM
mzhafiza@usim.edu.my

Abstract: The process of designing powerful and secured S-Boxes is becoming an essential constituent in the
field of modern cryptography. Different S-Box designs have been proposed to make it more suitable for 10T,
mHealth and WBAN applications but proper implementation is still a deficient for their design complexity. In
this paper, major criterions of S-Boxes for mHealth systems were conducted following a systematical literature
review process and required findings were outlined. The paper also demonstrates the current designs in different
areas like security, low power and less memory to find out the challenges and opportunities for designing a new
S-Box in modern mHealth applications. Finally, the SLR also gives a research direction to choose major design
properties of new S-Boxes for mHealth as well as loT applications. After evaluating the result, this paper also
suggested a composite S-Box with 3D design based on rotation, shifting and Galois Field 24 to (22)2 pipelining
structure for less memory, power and secured applications. Thus, the intimation of Systematic Literature Review
(SLR) is to give a clear concept to the future researchers in the area of composite 3D S- Box design in terms of
security in mHealth applications.
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1. Introduction

The mHealth has an enormous potential for promotion and easy communication on
healthcare industry that supports private and public health service associated with wireless
communication devices like cell phone, tablets and PDA’s [1]. This mHealth system requires
strong security to protect patient’s privacy in wireless perception layer. As a result,
cryptography is one of the most essential parts to ensure security of patients’ sensitive data
before sending in transmission medium. Moreover, the security of data relies on the
encryption algorithm where the data is encrypting with a secret key [2]. Accordingly, the
strength of the algorithm depends on the S-Box design to perform confusion of bits which is
based on a nonlinear operation [3].

The massive quantity of researches and investigations has been conducted in the past
decades to design a Look Up Table (LUT) based approach S-Boxes which have so many
limitations in their own hardwires [4]. Besides, the mHealth system has a unique
architectures, characteristics and applications which are not similar to traditional 10T or
WBAN applications [5]. Thus, the recent studies have focused on different S-Box designs to
meet various necessities like security, low power consumption and gate area diminution.
However, the design of S-Box for mHealth system is more complex as it requires lightweight
with minor number of gates, adequate security properties and low power utilization [6].
Moreover, 4X4 S-boxes are mainly suitable for lightweight algorithms as well as mHealth
system for its compact hardware architecture and less memory constraint which security is
not as much of 8X8 S-Boxes [7]. Therefore, this Systematic Literature Review aims to
present upcoming challenges to design the secured S-box for mHealth applications in future.
Consequently, the paper was evaluated systematically and the results were demonstrated
considering the need of new strong S-Box design for 10T. This paper has also recommended a
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new composite S-Box design with 3D rotation after appraising all the SLR reviews which is
based on Galois Field theory to overcome all the demerits of current S-Boxes for 10T or
mobile health applications.

Considering all the above belongings, the objectives of the SLR paper are considered;
1) to review different designs of S-Boxes systematically in 10T networks, 2) to analyze the
methods and security parameters of different proposed models and 3) to focus open issues in
S-Box security for future researchers.

The SLR are organized as follows: section 2 highlights the review methods. The
analysis and results of the SLR were discussed in section 3 , section 4 finds research
limitations and section 5 represents the conclusion of this SLR.

2. Review Method

The guidelines of a systematical literature review (SLR) are mainly focused on three
segments that are: Planning, Conducting and Reporting of the review [8]. The first segment
formulates research questions, selects sources and searches key words. The second segment is
the inclusion-exclusion criterion which is measured as quality criterion in primary articles.
And the last approach is used to select the primary studies for quality assessments of data
extraction, monitoring progress and synthesis. In section 3, the selected studies in the
previous parts are discussed in detail.

Fig 1. The steps in SLR.

2.1. Research Questions

The first step in a systematic review is to formulate the research questions (RQ) based on the
primary studies in Table 1. In RQ1, the research question finds the answer of overall research
trend in designing lightweight S-Boxes in 10T or mHealth applications. Based on RQL1, the
published conferences and journal papers are identified dated since 2011 until 2020.The
selected papers give the answer of RQ1 with identifying problems in the studies are also
analyzed. With respect to RQ1, RQ2 evaluates the security approaches for S-Box with three
different sub sections. Lastly, RQ3 provides the limitations of S-Box designing in security
aspects, so that the recommendations give a clear overview in the area of loT/mHealth
security in future research.
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Table 1. Research Questions

RQ# Research Question Details

RQ1 | What is the recent status of information on S-Box design in mHealth?

RQ2 | How S-Box Security is analyzed in previous researches?

RQ2.1 What are the S-Boxes design used for 1oT applications?

RQ2.2 What are the parameters/ used to evaluate S-Box security?

RQ2.3 What are the recent improvements on designing lightweight S-Box security?

RQ3 | What are the limitations of current studies in respect of security analysis in loT/mHealth
applications?

2.2.  Objectives and Eligibility Criteria

The main objective of the Systematical Literature Review is to evaluate the existing
S-Box architectures in terms of low gate area and faster speed by means of higher security
necessities. This SLR also investigates the advantages and disadvantages of these existing
architectures to find out the applicability of mHealth system in future. Thus, the eligibility
criterias that will be addressed by SLR are:

. The recommended design for S-Box ensures better security compared to existing S-
Box design.
. The proposed S-Box must be suitable for smart phones as well as 10T devices.

Accordingly, the evaluation process was structured as shown in fig. 2

P
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Flg 2. The Evaluation Process of SLR.

2.3.  Search Strategy and Methodology

The unbiased search strategy is to find as many primary studies related to research questions
with three eligibility criteria that are security, low gate area and low power for mHealth
applications. Thus, the search strategies comprise to choose major researches from different
electronic database such as

IEEE
SCOPUS
ACM
Springer
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e Google Scholar
In this study, the primary search was based on three key words like mHealth, S-Box

security and 3D algorithm design. Also, the review procedure was followed by Kithchenam’s
SLR that has the following steps:

» Set the research topic.

* Follow the exclusion and inclusion criteria to remove irrelevant and same research
from database.

* Quality assessments of the research.

2.4. Inclusion-Exclision Criterion

The research articles are scanned following the inclusion and exclusion criteria to get
the short list of primary articles. The Table 2 presents the inclusion and exclusion criteria.

Table 1. Research Questions

Number # Inclusion criterion Exclusion criterion

1. LUP S-Box design, Composite S-Box, Articles were not focused on S-Box, 3D
security analysis parameters of designing | rotation and security analysis.

S-Box, 3D rotation policy are the main
focal point to select the articles.

2. Articles should cover the method used in | Articles did not emphasis on S-Box design.
strong S-Box design with NIST
recommendations in loT/mHealth
applications.

3. Most recent articles were considered for | Articles did not support 10T applications.
improvement of S-Box design.

4, Peer- reviewed articles were considered. Lecture Notes, duplicate articles, short
articles were not considered for SLR
analysis.

2.5.  Quality and Qualitative Results

The principle of Quality Assessment in this review is to provide the limitations of
each study related to S-Box design considering synthetic data analysis. Thus, the goal of the
assessments is to eliminate articles that do not relate or involve the research and try to extract
the relevant data from the selected researches based on Experiment or Design, Literature
Review or Survey on Lightweight Algorithms and other categories. Moreover, the qualitative
results were based on 35 articles; 16 of them provided secured S-Box design, 10 of them
demonstrated small S-Box design, 7 of them presented less power S-Box design and the rest
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of the reviews summarized the requirements to design the new lightweight S-Box design for
future healthcare industry.

® Quantitave Research  ® Qualatitive Reseach Others

Flg 3. Data Analysis Graph.

3. Results and Discussions
3.1. Selected Articles

The total 120 articles are collected from peer reviewed journals, journals, conferences,
proceedings, online book chapters, thesis, web page articles and technical reports. The
articles that are matched with 10T security and secured S-Box designs are selected from 25
articles based on full article review process. Moreover, 10 more additional articles are chosen
based on their abstract and title. Finally, 35 final selected articles are preferred as a primary
study for this research.

3.2 loT/ mHealth Research

e RQ1: What is the recent status of information on S-Box design in mHealth?
This study is based on number of articles with publication years which will be considered

from 2011 to 2020 before the final assessment was done. From the graph, it can be seen
that the number of papers on mHealth/ 10T topics were not the main concern in the early
years of wireless researches because of its limited applications. When the loT
applications were increased, these studies are the most demanding research from year
2011 to 2020.
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Flg 4. loT/mHealth Research from year 2011 to year 2020
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3.3.  Lightweight Secured S-Box Research

e RQ2: How S-Box Security is analyzed in previous researches?
To answer RQ2 precisely, this study is divided into three sub sections to analyze the

security in loT/mHealth applications which depends on designing strong S-Box.

e RQ2.1: What is the S-Boxes design used for loT/mHealth applications?
e Low Power S-Box for loT/mHealth:

The traditional Look Up Table (LUP) based S-Box provides unbreakable delay, large
size memory and gate area with more clock frequencies to operate. Some studies [6,9, 10, 29,
31,32, 33] among selected papers were focused on Galois Field based S-Box design to
achieve the goal of low power requirements. In the study by D. K. Sushma and M. Devi [9]
proposed a new S-Box that uses resource sharing multiplicative inverse module to
accomplish the goal of less power consumption. The proposed architecture also showed 19.8
ns overall delay that consumes less power like 14 mW. Moreover, the proposed S-Box design
is very well worked on cell phones or 10T devices for limited power consumption. This
architecture is a mixture of LUT and SOP approach that gives faster speed but efficient in
cost.

To achieve the low power design, the authors in [10] proposed a new design of S-Box
that apply second orders reversible one-dimensional cellular automata (RCA?) to overcome
the limitations of LUT bases S-Boxes. The performance of S-Box was based on SAC,
entropy, non-linearity and correlation immunity bias criteria. This new approach is also
capable to consume low power and less energy for Wireless body network (WBAN) as well
as mHealth applications.

e Composite S-Box for loT/mHealth:

The design of S-Box also needs byte substitution and Inv byte substitution operation
based on nonlinear transformation that transfers each byte to different value using S box and
Inv S box table. This table needs much space to store all the possible values in memory.
Therefore, the composite field arithmetic in finite fields (GF) method has been introduced
which provides more advantages compared to conventional LUT method as the S box and Inv
S box use same enable pin for both encryption and decryption. Thus, the identical hardware
used for both operations which reduce number of gates as well as memory space
(lightweight) which is one of basic requirements for mHealth system. To achieve the same
goal, A. Prathiba and V. S. Kanchana proposed a new 4X4 non-linear S-Box that enables sub
pipelining to reduce the gate equivalent area instead of LUT based S-Boxes [6]. This type of
S-Box gives better result for differential and linear cryptanalysis compared to all lightweight
ciphers. Moreover, a new approach has been used by M. Hanem and A. Omayma to construct
small S-Boxes over 2* Galois Field. In the study, the S-Box was divided into small S-Boxes
that has different equations [11]. Each Equation is extracted using three different irreducible
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polynomials and requires 2048 bits storing capacity which occupies less memory than the
existing architecture. Therefore, the speed of the recommended design is faster as well as
suitable for small size applications.

e RQ2.2: What are the parameters/ used to evaluate S-Box security?

The first necessity of S-Box design is security issues that must be fulfilled by several
cryptographic properties such as robustness (differential cryptanalysis), balancing, SAC
(Strict Avalanche Criterion), nonlinearity (linear cryptanalysis), differential uniformity
(differential cryptanalysis), linear approximation (linear cryptanalysis), algebraic complexity
(interpolation attack), fixed and opposite fixed points (static cryptanalysis) and bit
independent criterion [12]. However, the analysis of S-Box properties in block ciphers is still
lacking because of specific guidelines and techniques to discover all attacks in a single S-Box
collectively. Moreover, in their study, the authors also proposed a dynamic S-Box instead of
static one because of use complex key arrangement which is difficult to break. This key has
been changed in every round of the block cipher in dynamic design to ensure more security
compared to static one. Finally, the authors suggested a new model or software that needs to
be essential to analyze all the properties of S-Box properly to prove the security against all
possible attacks.

In the study by S. Dey and R. Ghosh [13], the same approach they used but the goal is
to apply a shifting property to construct a secured S-Box design based on SAC property for
four bits Boolean Function (BF’s). In this paper, the authors also summarized few new
techniques to find the existing Linear Relations or Linear Approximations for a particular 4-
bit S-Box that proves far better performance compared to 32, 4-bit S-Boxes.

e RQ2.3: What are the recent improvements on designing lightweight S-Box security?

Still in the area of security, N. H. Zakaria and R. Mahmod propose a new S-box
algorithm, which seeks to enhance the security with adding one new function named as
crossover and mutation process [14]. The authors also anticipate better security after passing
the NIST test as the S-Box is capable to generate random outputs which give larger confusion
and diffusion, signifying better performance compared to existing ones. One better solution to
enhance the security of lightweight block cipher is 3D cipher design. The 3D design was first
developed by J. Nakahara [15]. This 3D can improve the confusion and diffusion properties
but increases the block and key size which may reduce the efficiency of the algorithm. Later
on, P. R. Suri and S. S. Deora propose a new 3D rotation cipher design which gives
satisfactory randomness property but great number of iterations with large key [16]. Lastly,
[17] proposes a new 3D cipher which enhances security without increasing size of block and
key.
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4, Research Limitations

e RQ3: What are the limitations of current studies in respect of security analysis in
loT/mHealth applications?

Different cryptographic algorithms have been used to ensure security in different
studies for loT/mHealth applications but their implementation is still disputed for their
hardware configuration [3-6, 12-23, 25, 26, 28]. Though the lightweight cipher provides
better security, but at the same time experiences different attacks like impossible differential
attack, related key attacks, key recovery attack, saturation attack etc. which can leakage
information or hamper the security of the application. Hence a less power, low-cost and
secured cryptographic algorithm must be selected to minimize all these attacks and requires
consideration towards its confidentiality. In literature, A. Moradi et al. (2017) proposed 128
bits AES block cipher which gave high security for 256 large keys [18] but faced related key
attacks. Moreover, P. Kumar Kushwaha presented a survey on lightweight TWIN which has
small hardware and works good on embedded software [19] but faces saturation and meet in
middle attacks. Also R. Beaulieu proposed SIMON and SPECK lightweight ciphers which
give finest result both in hardware and software but facing Boomerang and Key Recovery
attack [20]. W. Zhang proposed mHealth based smart home system which has good
resistivity of Linear and Differential attack but facing related key and statistical saturation
attack [21]. The most recent invention is lightweight ARX based SPARX algorithm for small
memory devices and wide range applications for resource constrained devices but hardware
implementation is not easy for high FOM [22]. Therefore, it is fundamental requirements to
develop a secured S-Box which will meet the above requirements for recent loT/mHealth
applications.

5. Conclusion

In this study, a systematical literature review on mHealth S-Box design was addressed
and the final outcomes were provided. According to SLR analysis for three different
parameters as mentioned above, the future design for new S-Box of loT/mHealth is
composite one which is based on 2* Galois Field Theory. The composite S-Box with
pipelining design is suitable for mHealth applications because of its low gate area as well as
low power consumption. Moreover, this type of S-Box gives more security compared to LUT
based S-boxes which values are predefined and also needs much area to store in device. With
the composite S-Box, the 3D algorithm design may be added to enhance the security. The
Composite S-Box with 3D combination can meet the requirements of security, less power and
less area which are the primary requirements in loT/mHealth applications. Thus, the final
conclusion of the SLR is to design a new S-Box especially for mHealth applications that must
be a combination of security, low power and less gate area. Moreover, this study also
provides future scopes for improving the existing architecture based on the above three basic
criterions.
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