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Abstract: Substitution box (S-box) plays an important role in block cipher to protect data from any threats. The
need for secure cipher is ever-increasing to protect data in several ways to provide confidentiality, integrity and
authentication. The data is encrypted to prevent unauthorized users from accessing the information. However, as
stated in the National Strategy ICT Roadmap, security is one of the pressing needs and critical infrastructure in
Malaysia. In addition, within the advancement of technology the design of cryptographic algorithm in block
cipher is often enhanced to ensure that the information is secure. Therefore, this paper proposed the new S-box
using the concept of Fibonacci number in nature to improve the security of block cipher algorithm. Result
showed that the new proposed S-box using the Fibonacci number possessed good cryptographic properties.
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1. Introduction

Within the development of technology, the design of cryptography algorithm always
enhanced to ensure that information is secure. Today ciphers are needed and deployed almost
everywhere, the need of secure ciphers can be so crucial. Thus, the design of new S-box is an
important concern in the creation of new and more secure cryptosystems. The design and
characteristics of S-boxes in a block cipher are central measures of resistance against all
adequately high nonlinearity (Datta, Bhowmik and Sinha, 2016). In 2001, the NIST was
chosen Rijndael algorithm by Rijmen and Daemen as the Advanced Encryption Standard
(AES). Since then, AES becomes the most widely used block ciphers in cryptographic
applications. However, the cryptanalysis of the cryptographic strength of Rijndael has not
stopped after the announcement and official publication of the AES (Chang, Lai & Yang,
2009; Karuvandan, Chellamuthu & Periyasamy, 2016; Huang & Mishra, 2017). Easttom
(2012) stated that awareness of cryptographic backdoor would cause an organization have
expressed an interest in modifying their AES implementation. Hence to protect the encrypted
content against any type of attack, AES block needs to be improved and studied. According
to Hussain et al. (2013) the strength of encryption depends on the ability of S-box in
distorting the data; hence, the process of discovering new and powerful block ciphers is of
great interest in the field of cryptography. Weaknesses in the S-box can lead to a
cryptosystem which is easily broken (Mohamed et al., 2018). Thus, a study by Ruisanchez
(2015) proposed a new algorithm to construct S-boxes over GF(28) with branch number.
Nevertheless, this method does not have fixed points and the nonlinearity values are
acceptable. Moreover, there are no algebraic procedures that can give the preferred and
complete set of properties for an S-box block cipher (Picek & Golub, 2014). Previous studies
have showed that Fibonacci number can make secure communication from cryptanalysis
attacks. According to Raphael & Sundaram (2012) Fibonacci numbers and Unicode symbol
can make secure communication in cryptography and steganography. This technique will
fulfil the requirements for communication such as capacity, security and robustness to secure
data transmission over an open channel. Then, other studies prove that the performance of
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encryption and decryption algorithm using Fibonacci number is faster than among symmetric
algorithms (Tarle & Prajapati, 2012). Hence, this research is undertaken to propose an S-box
based on Fibonacci number in nature as well as indicate the concepts that can be used within
the symmetric block cipher. These numbers occur everywhere in nature, ranging from the
leaf arrangement in plants, the structure of DNA as well as various proportions in human face
and structure of sea shells. Therefore, understanding the role of the Fibonacci number is a key
to increase the performance of block cipher in cryptosystems. The paper comprises six main
sections. Section 2, contains an overview on Fibonacci number in natures, Section 3, review
on Fibonacci sequence in cryptography, Sections 4 proposed the new S-box based on
Fibonacci number, Sections 5 analysis of S-boxes and Section 6 concluded the paper.

2. Fibonacci numbers in Nature

The numbers of Fibonacci can be seen everywhere in nature. For example, the
Fibonacci numbers have been encountered in plant morphogenesis as the phenomenon of
phyllotaxis. The petals are often arranged in spiral patterns with delamination. From inside
to outside, the numbers of petals are 21, 13, 8, 5, and 3 based on their size. Therefore, the
basic biology of phyllotaxis is well documented and attempts made to provide an underlying
mechanism as shown in Figure 1.

e

Figure 1 : ThePhyllotaxis of Rose

Similarly, the pattern of seeds within a sunflower follows the Fibonacci numbers or 1,1, 2, 3,
5, 8, 13, 21, 34, 55, 89, 144.In sunflowers, the spirals can be seen in the center are generated
from the sequence as shown in Figure 2.

Figure 2 : Pattern of Sunflower Seeds
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Besides, Fibonacci numbers are often found in animal patterns. In 1202, Bonacci (Pomeraz,
1970) introduced the concept of Fibonacci sequence to describe the patterns of reproduction
in populations of rabbits. A beautiful appearance of Fibonacci sequences is seen in the shape
of shells of snails and sea shells. A cross-section of a nautilus shell shows the spiral curve of
the shell and the internal chambers that the animal using it adds on as it grows. This spiral
follows a precise mathematical pattern based on the Fibonacci sequences as shown in Figure
3.

Figure 3: Nautilus Shell

Furthermore, the unique of this mathematical sequence in nature, has led many
researchers to investigate that it embodies some kind of human body. In 1973, Littler
identified that by making a clenched fist, Fibonacci’s spiral can be approximated in Figure 4.

Figure 4: Flexor and Extensor Movement of the Human Hand

The flexor and extensor movement of the primary fingers approximate the golden
spiral. A spiral would have to be created based upon the relationship between the
metacarpophalangeal and interphalanges of the digits. Hamilton and Dunsmuir (2002)
investigated that the phalangeal length ratio data obtained from their subjects compared to
those that were almost arbitrarily as proposed by Littler. In fact, comparable and
approximated the Fibonacci value of (¢) is 1.618. The results of the study indicate that the
length measurement for the fourth digit (little finger) that follows the initial values of a
Fibonacci sequence of 0, 1, 1, 2 represented by vy, y, and 2y. Hence, the data from their study
supported Littler’s initial proposal of a clenched fist approximating the dimensions of the
golden spiral. In 2011, Ashrafian and Athanasiou found that the structure of the coronary
arterial tree follows a Fibonacci distribution. They stated that the Fibonacci number theory is
useful in developing an innovative bio mathematical model of the coronary system as well as
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new techniques in cardiac arterial. Then in 2013, Yetkin et al. reported a new finding where
the golden ratio of Phi () 1.618, exists within the cardiac cycle of the human heart beat. It is
known that the time periods for the systolic and diastolic phases vary with the method of
measurement. However, Persaud and O’Leary (2015) points out that the lack of statistical and
well documented empirical data, accurate representations of the golden spiral could not be
readily determined. Studied by Hutchison & Hutchison (2010) presented the functional
lengths of the phalanges of the little finger actually do follow a Fibonacci sequence and that
the functional lengths of the index, long, and ring fingers follow a mathematical relative of
the Fibonacci numbers. The Fibonacci numbers also can be seen in the DNA. Robertson
(2001) proves that the order of replication of DNA in cells also appears based on the
Fibonacci sequence. Then Perez (2015) found that the organization of nucleic acid bases in
the DNA sequence has an order (called the DNA SUPRA code) that follows Fibonacci
numbers. Therefore, Fibonacci numbers are special and can be seen all over the world in
every living thing.

3 Fibonacci number in Cryptography

The Fibonacci number is an emerging area in cryptography. It works with the code
represented in the picture because each integer n can be represented by a sum of non-
consecutive Fibonacci numbers to encrypt and decrypt the message. The adaptability of the
previous equation comes from the flexibility of the value of n; by giving n be a different
value for each set of encryptions, it makes the code more difficult to decipher (Yeates, 2013).
In order to begin the encryption of a number, it is crucial to know the initial n-value. In
sequence-based cryptography, all numbers that are to be encrypted must be successfully
translated into another set of values. Elfard (2013) presented the theoretical and practical
applications of Fibonacci sequence used in cryptography based on linear Fibonacci forms.
Then, Khadri, Samanta and Paul (2014) proposed a new approach for the secure
communication using Fibonacci numbers. For example, every ASCII value is added one by
one with Fibonacci sequence such as JOB DONE of J—67, O— 72, B—59, SPACE — 37, D
— 61, N — 71, E — 62. In these studies, data encryption is carried out by combining the
original data with Fibonacci numbers to obtain a ciphertext that is non-understandable to any
intruder which give a higher-level security to the message being hacked. Then,
Agarwal et al. (2015) used the Fibonacci sequence for encryption data based on the Raphael
& Sundaram (2012) proposed method. These studies applied this method for text to image
encryption and image shuffling using Fibonacci sequence. Nevertheless, there is no
experimental test is performed to indicate the security of the system. Studied by
Gonsalves, Bhat and Tangod (2017) used a similar method to perform an experiment between
Fibonacci cryptography and RSA encryption and decryption. From the experiment,
comparison has been made between Fibonacci cryptography and RSA. The result obtained
from the experiment is compared in Table 1. The result shows that the performance for the
Fibonacci cryptography is faster than the RSA algorithm.

Table 1 Performance Comparison between RSA and Fibonacci Cryptography

File Size (kb) RSA (Sec) Fibonacci (Sec)
10 56 0.656
14 62 2.271

52



HOSTED BY

Selangor Science &Technology Review
Vol. 3, No. 1, (2019)

20 68 3.722
24 74 5.174
30 82 7.965

Then, Quazi, Maddikar & Tangod (2017) proposed an algorithm to improve the email
security and minimizing the threat of intrusion using Fibonacci sequence encryption. The
study stated that the proposed system is better, secure and efficient from all the traditional
system, but no analysis is carried out to prove the statement. Ahmad et al. (2018)
demonstrated that the Playfair algorithm for encryption and modified it by using Fibonacci
sequence. The modified algorithm starts by generating the random key of a fixed length then
generate the next six terms of the Fibonacci input. These studies have shown that the use of
Fibonacci sequences and random keys provide significant security for shared communication.
According to Mohamed et al. (2015) the simplicity and beauty of Fibonacci sequence have
been motivated to develop matrix cryptosystems which are useful in digital communications.
For example, a new approach for the secure transmission of information via the
communication channel was obtained using Fibonacci Q-matrix with a key concept of
variability in symmetric key algorithm (Prajapat, Jain & Thakur, 2012). Then, Paul & Mandal
(2013) proposed a novel symmetric key cryptographic technique at bit level. It based on
spiral matrix concept along clock-wise direction starting from (1,1). The technique is called
as Spiral Matrix Based Bit Orientation Technique (SMBBOT). During the encryption process
a session — based key is generated for one time in a transmission session to ensure security
form SMBBOT. Mohamed et al. (2018) applied a concept of Fibonacci nhumber and prime
factor to improve AES S-box in cryptography. As a conclusion, Fibonacci number is very
interesting technique could be applied to improve and enhance the security of any cipher.

4 Proposed new S-box using Fibonacci Number

S-box mapping based on the substitution unit: m x n, where m and n is not necessarily
the same bit word which is S : {0, 1}™— {0, 1}" . In other words, the input to an S-box could
be m-bit word and the output can be n-bit word. It is a bijective S-box represented as a matrix
of size 288, The proposed S-box is designed based on the following steps :

)] The multiplicative inverse in the finite field GF(2%) was taken and the element {00}
was mapped to itself.

i) The affine transformation was applied (over GF(28)).

iii) Each byte in the S-box was assumed to comprise 8 bits labelled [x7, Xs, X5, X4, X3, X2,
X1, Xo].

iv) XOR with the constant value {63} or {01100011} which is a byte of Ci.

V) Then XOR with the Fibonacci sequence.

Table 2 shows the proposed S-box design using the Fibonacci number. When a new cipher

key is entered, the S-box and the inverse S-box is generated as shown in Table 3.
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Table 2 Proposed S-box

Enter cipherkey : 9dad7?17fFd7fF355daaS5S9alFf17d37F558c
This s-box is redirected to a file.

NEW S-BOX

200 81 ez

63 86 8D

30 78 33

4D 87 69

FE 3D D9

F3 79 D&

A9 2B FA

2A 15 SO

AB 59 BA

37 Fe E9

9A 7B BS

1A C8 CO

1D 32 CD

40 82 DF

8A C4 4F

1B 82 62

T6 SB T3

Table 3 Inverse S-box

INUERSE S-BOX

o0 01 02 o3
14 83 E1 B89
BB 3C C8 EB
TA 9F 2D ES
1@ S9 B1 12
cCe FE 9n DB
62 OE 6F BT
37 ES EZ2 F3
CF CE 97 F2
BD ©3 C1 AF
S& 05 FT E4
46 ST SE 1S
SC CcC D4 A4
AZ 49 76 SB

95 ©B EE 4C

43 44 324 E8E

A3 9E BF 40

5 Analysis of S-boxes

This paper discusses the analysis of the proposed S-box algorithm. The purpose is to
ensure that the S-box is secure and efficient based on the confusion and diffusion properties.
According to Hussien et al. (2013), once the S-box is designed, it is important to analyse the
properties displayed by them. The experiments were conducted on Ubuntu 16.04LTS
operating system to test the cryptographic properties of S-boxes which are based on SET tool
box. Comparison is made between the standard AES S-box and the proposed S-box. Table 4
shows the result of proposed S-box while Table 5 shows the result of AES S-box.
Based on the balance properties, the both S-boxes are balanced because its truth table has
equal number Os and 1s. For the nonlinearity properties the both S-boxes show that the value
is 112. It means that the both S-boxes achieved the optimal value to resist linear cryptanalysis
attack. For correlation immunity, the value for both S-boxes is zero. That means there is no
correlation exists between input and output bits. For algebraic degree properties the result of
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proposed S-box (value is 8) is better than AES S-box (value is 7). For algebraic immunity,
both S-boxes show that the value is 4 means that both S-boxes is secure from algebraic
attack. For robustness to differential cryptanalysis, the proposed S-box algorithm (0.981)
was seen to have higher resistance to DPA attacks compared than the AES S-box (0.984).
The SNR (DPA) valued of the proposed S-box algorithm (9.8) was higher than the AES S-
box (9.6). Thus, the proposed S-box has better resistance to DPA attacks in terms of SNR
(DPA). The SNR (DPA) valued of the proposed S-box (10.140) was higher than the AES S-
box (9.6). Hence, the proposed S-box has better resistance to DPA attacks in terms of SNR
(DPA). The last cryptographic property is confusion coefficient. From the results, the
proposed S-box has a confusion coefficient variance of 0.093474 compared to the AES S-
box, which is 0.1113. Hence, it was seen that the proposed S-box indicated a low confusion
coefficient value to make it harder for the side-channel attacks to attack the S-box.

Table 4 Analysis of Proposed S-box

Calculations took 12254.00 miliseconds to run

Name of the file: New_S$Box.txt

Input size M is 8

Output size N is 8

S-box is balanced.

Nonlinearity is 112.

Corelation immunity is ©.

Ealance is ©.

Absolute indicator is 32.

Sum of square indicator is 133120.
Algebraic degree is 8.

Algebraic immunity is 4.

Transparency order is 7.858.

Propagation characteristic is 0.

Strict Avalanche Criterion is not satisfied.
Number of fixed points is 1.

Number of opposite fixed points is 2.
Composite algebraic immunity is 4.
Robustness to differential cryptanalysis is 0.981.
Delta uniformity is 4.

SNR (DPA) (F) is 10.140.

Confusion coefficient variance is ©.033474.

Table 5 Analysis of AES S-box

Enter input dimension M
8
Enter output dimension N
8

Enter filename

File must be *.txt where values are tab separated.

Program assumes that the values are in lexicographical order.
. /Aes1.txt

Calculations took 2848.12 miliseconds to run

Name of the file: ./Aes1.txt
q is 8

Absolute indicator i o

Sum of square indicator is 13312@.

Algebraic degree is 7.

[Algebraic immunity is 4.

Transparency order is 7.860.

Propagation characteristic is 0.

Strict Avalanche Criterion is not satisfied.
Number of fixed points is @.

Number of opposite fixed points is 0.
Composite algebraic immunity is 4.
Robustness to differential cryptanalysis is 0.984.
Delta uniformity is 4.

SNR (DPA) (F) is 9.60@.

Confusion coefficient variance is ©.111304.

Table 6 shows the comparison between proposed S-box and AES S-box. As a conclusion, in
the proposed S-box, the result of balance =0, nonlinearity =112, correlation immunity =0, and
algebraic immunity =4 is similar to AES S-box. Besides, the proposed S-box has good
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cryptographic properties for algebraic degree, transparency order, robustness to differential
cryptanalysis, SNR(DPA) and confusion coefficient than the AES S-box. Therefore, it is
important for every S-box to be evaluated based on cryptographic properties to resist linear
attack, differential attack, algebraic attack and side channel attack.

Table 6 Comparison between proposed S-box and AES S-box

Cryptographic AES Proposed Good
properties S-box S-box Cryptographic
Algorithm Properties
Balance No exploitable
0 0 .
bias

Nonlinearity 112 112 High
_Correla_tlon 0 0 Low
immunity
Algebraic degree 7 8 High
Algebraic 4 4 Low
immunity
Transparency 7.860 7.858 Low
order

Propagation
Characteristic
Fixed (Fp) and
Opposite Fixed 0,0 1,0 Low
Points (OFp)
Robustness to
differential 0.984 0.981 Low
cryptanalysis
Signal to noise

0 0 Low

ratio (SNR) .
Differential 9.600 10.140 High
Power Analysis

Confl-JS-lon 0.111 0.0934 Low
coefficient

6 Conclusion

The Fibonacci numbers are natural numbering system appropriate for the development
of each living thing. Thus, the security of encryption and decryption will be improved with
Fibonacci number so that it can withstand any attack of cryptanalysis. This paper clearly
revealed that by using the Fibonacci number, the security in S-box block cipher can be
improved. The experiments have shown that the new proposed S-box fulfilled the confusion
and diffusion properties as described by Shannon (1949). The experimental results indicate
that the proposed S-box has a high quality of cryptography properties. Therefore, the
Fibonacci number have made the proposed S-box to have more resistant to linear
cryptanalysis attacks, differential cryptanalysis and algebraic attack. As a result, this
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approach had increased the security level of S-box to achieve high quality cryptography
properties. It can be concluded that understanding the role of the Fibonacci number is a key
to increase data security in cipher.
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